Upload Cisco Firepower NGIPS in EVE-NG:

Open WiInSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

= — e 201 F== D = =
By Login — >
= Mew ~
L New Site Session
B root@192.168.17.128 File protocol;
SFTP e
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - Login hd Close Help

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ @ Queue ~ Transfer Settings Default = L@ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
£ New ~ 5 New =
JAEVEY I Local Machine froot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_'] L2-ADVIPSERVICESKI-MS HIGH_IROM_20160628.bin 102579 KB BIN File
_'] L2-adventerprise-13.1b.bin 65,045KB  BIN File
_1 i86bi-linux-12-adventerprisek-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.

& gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[P B E3 Synchronize |l @ [& - & | S Queue -

& root@192.168.17.128 X [ Mew Session
DT %

IR MR

Transfer Settings Default

gemu =R IR

& -

D & [, Find Files | o

E New -

D:\EVE\ /optfunetiab/addons/qemu/ |  Path to enter

Mame Mame - . Changed Rights Owner

g o + 6/9/2018 10:51:25 AM PWHT-XT-X root
viosl2-adventerprisekd-m.03.2017 asa-915-16-k8-CL-L 10/18/2019 %:01:20 AM PWHT-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 %01:10 AM PWHE-HI-X root
FortiGate-VMB4-KVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM WK F-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWHF-XI-X root
EVE-Working-Ready coeus-10-1-3-033-5000V 10/18/2019 9:34:29 AM PWHF-XI-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM WK F-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM WK F-XF-X root

|:] L2-ADVIPSERVICESKS-MS.HIGH_IROMN_20160628.bin nxosvik-Cisco 10/18/2019 8:57:56 AM P F-XT-X root

D L2-adventerprise-15.1b.bin wvwlc-8.7.102 10/18/2019 9:31:35 AM PWKF-XT-X root

|_1 126bi-linux-12-adventerprisekd-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root

Create directory under /opt/unetlab/addons/gemu/ using name: firepower6-NGIPS-6.2.3-83
copy the file downloaded file sataa.qcow?2 to firepower6-NGIPS-6.2.3-83 folder
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Sopt/unetlab/addons/qgermu/
Create folder 7 Y Changed Rights
Hew fold 45472020 11:11:58 PM PWX-XT-X
ﬁew = A 11/2/2020 9:04:09 PM FE-XT-x
|] repowere NGIPS-8.2.383 11/2/2020 8:59:10 PM T
Attributes
Set permissions
Owner R W X
Group R w X
Others R W X
ccus 777
|:| Use same settings next time
Jopt/unetlab/addons/gemu,/firepowerb-MNGIP5-6.2.3-83/
Mame Changed Rights
., 11/2/2020 £:45:39 PM FWXT-X1-X
rDE 47272018 11:58:27 PM - r--r--
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Navigate to the folder from local to remote machine and upload. Once the process completed
the file will be available immediately.

Ch AfirepowerB-MNGIPS-6.2.3-834 foptfunetlab/addons/gemu/firepowert-MGIPS-6.2.3-83/
Mame N Mame

Rename from scsia to sataa
. .

| scsia.qeow? i:}

Or just unzip pre-prepared folder and drag it /opt/unetlab/addons/gemu/ keep in mind when
unzip inside folder there is the same folder again copy that one.

Mame Date modified Type
firepowert-MGIP5-6.2.3-83 11/3/2020 1:25 PM File folder

| firepowerf-MGIPS-6.2.3-83 tar 47372018 12:2T7 AM TAR File
Ch\AEVE-FULL gemulfirepowerb-MNGIPS-6.2.3-23 tar\, /opt/unetlab/addons/gemu/ I
MName : MName -
g g

firepower6-NGIPS-6.2.3-83 :::::— firepower6-FMC-6.2.3-23
| firepowerf-MGIPS-6.2.3-83.tar firepowert-FTD-6.2,.3-83

6% Uploading 7 x>

—=| File: I C:'n,...'n,ﬁrepnwerGNGIPS-G.2.3-83'»,scsia.qcou\'2I
= Target: foptjunetlab/addons/gemuy

Time left: 0:01:28 Time elapsed: 0:00:06
Bytes transferred: 144MB Speed: 24,3 MB/s

x I-_H - Ei Q‘.. - 'EE'UnIimited -

Save the configuration by fixing the permissions using the following command on EVE-NG.
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

{iir Home [ EVE [[] GNs3 vM [[]Pas [[] wsa-9 [C] Pa-Fwa

rootPeve—ng: "#
rootPeve—ng:"#
i

rootPeve—ng: sopt-unetlab urappers-unl_uwrapper -a fixpermissions)
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Open the EVE-NG in the browser then ‘Add an Object’ and select the Node.

ADD A NEW NODE

Template

Cisco FirePower & i

Number of nodes to add Image

1 firepower6-NGIPS-6.2.3-83 d

Mame/prefix

FirePower

Icon

& Serverpng -

Go to your EVE-NG add NGIPS Node and start it
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